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27 Years: US Army

Tactical Networks, Garrison Networks, ACERT (Commander).

20 Years: Commercial

Enterprise: TASC (CISO), The Cyberwire (CSO), N2K (CSO).

Teacher
United States Military Academy (Computer Science), Carnegie Mellon University (First Principles).
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The infosec professional's first source for curated,
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The Infosec Profession’s Learning Animal

An insatiable curiosity
Dedicated to lifelong learning
Seek community

Seek mentorship
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. . Make a Difference!
Vision: DONATE

If all goes well, what will we have bulilt in five years?

The Pulitzer The Rock and The Nobel Prize
. Roll Hall of
Prize for for
. Fame for .
Cybersecurity : Cybersecurity
Cybersecurity
Books Books Books

The cybersecurity learning animal’s first source for curated,
timeless, and must-understand wisdom.

To Donate: cybersecurityfirstprinciples.com / Cybersecurity Canon Project Tab / Donate Button



What’s Your Favorite Cybersecurity Book?

Best story gets a copy of my book

CYBERSECURITY
FIRST PRINCIPLES

Kk Reboot of s{'mbﬁ ¢ Taches

Rick Howard
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Where does it go from here? Maks a Difference!

DONATE

Rick Howard: Co-founder and President
Cybersecurity veteran, serial CISO, former committee chair, started the canon project while at Palo Alto Networks
as the CSO.

Helen Patton: Co-founder and Chief of Staff
Cybersecurity veteran, serial CISO, former committee chair, while CISO at Ohio State University, was the primary
driver of the University’s sponsorship.

Ben Smith: Co-founder and Treasurer
Cybersecurity veteran, serial field CTO, former committee chair, primarily responsible for turning the canon book
club into a nonprofit.
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To Donate: cybersecurityfirstprinciples.com / Cybersecurity Canon Project Tab / Donate Button
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The infosec professional's first source for curated,
timeless, and must-consume wisdom.
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First principle thinking is the
iIdea that everything you do Is
underpinned by a
foundational belief, or first
principles.



“Cogito ergo sum.”

(“I think, therefore | am.”) René Descartes

... In order to study the acquisition of
[knowledge], we must commence
with the investigation of those first
causes which are called Principles.

GOAT

GREATEST OF ALL TIME

Philosophical Doubter




“‘And Slytherin will help you on your
way to greatness. There’s not doubt

about that. - Sorting Hat




| think it's important to reason from
first principles rather than by
analogy.... [With first principles] you ( 1
boil things down to the most
fundamental truths...and then reason
up from there. M




What are First Principles?
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What are First Principles?
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What are First Principles?
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What is the Absolute Cybersecurity First Principle?

CYBERSECURITY
FIRST PRINCIPLES
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Rick Howard

THE GROUP DISCUSSION IS
COMING

makeameme.org




First Principles Book
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“Reduce the probability of material impact due to
a cyber event over the next three years.”
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What are scientific first principles?
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What are scientific first principles?

What are candidates for the absolute
cybersecurity first principle?
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What are scientific first principles?

What are candidates for the absolute
cybersecurity first principle?

The case for the absolute cybersecurity first
principle
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What are scientific first principles?

What are candidates for the absolute
cybersecurity first principle?

The case for the absolute cybersecurity first
principle

“Reduce the probability of material impact due to
a cyber event over the next three years.”

This I1s what we talked about
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“Reduce the probability of material impact due to
a cyber event over the next three years.”




