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Abstract

Over the past decade, the DoD has implemented Cybersecuring Facility-Related
Control Systems to protect these Critical Infrastructure systems from adversaries and
malicious actors. This presentation will review the history of how the program came to
be and some key milestones such as the release of the first Cybersecurity Design
Unified Facility Criteria, the first Construction Unified Facility Guide Specification, and
the need for qualified Cybersecurity Subject Matter Experts and Specialists. The
session will provide hands on examples of the types of control systems, how the
design criteria and construction specifications are used, and what the Cyber Team
does to include provisioning and hardening the components and devices, capturing
the Configuration Baseline Audit Report and Artifacts, and preparing the Cyber
Submittals to obtain an Authority To Operate. Similar to many of the ISSA activities
for IT systems, the Control Systems now use traditional IT components and devices
and the NIST SP 800-53, but now use NIST SP 800-82 to address the unique challenges
of securing Operational Technologies such as Combined Heat Power Plants,
Microgrids, HVAC, Fire, Lighting and Electronic Security Systems. ISSA members
looking to expand their skill sets and become an OT Cyber Specialist will find a number
of opportunities awaiting, this session is the introduction to get you started on the
path to becoming a Cyber Warrior.



In the Beginning — Smart Installations
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ICS - Industrial Control System AMI - Automated Metering Infrastructure
BAS - Bukiing Automation System CMMS - Computerized Maintenance
Management System (e.g., Maximo) SOA - Service Onented Architecture
EMCS - Energy Monitoring and Control System

A great idea rudely interrupted by reality...CIO AMI ATO denial,... Stuxnet attack

on Iranian Centrifuges, Flame, Duqu, Shamoon....



DoD Building FRCS

Integration Stations or Browsers \ylleleu Devlcres Distributed System Architecture Casual :\IS’H uman
Server perations and Malnt Users esources
DoD ® X % ;@ @ ’%’Qg ‘Q@@ nDﬂEF
ol : Ly $
Real Property N éﬁ@ = TE @ - @ X @
. il L Campus2 T Campus 3
Portfolio | ® = -
* 48 countries (i [ =< )
« 523 installations @ SN
s 4,855 Sites e e
* 562,600 buildings and L= T
St I'U CtU reS Temaline :‘n ;Icﬂ (V)
* 24.7 M acres ) w o oo
] 0
« $847 B value i' % o | PN
‘ :__\ = - N Ana
| * _ ' ' B -}
Physical 3uilding Energy Digital Video
Security Mgr | Facilities Mgr Manager Manager

X Possible entry point of attack @ Potential compromise



OT IP Based Controllers Are in Everything
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Same Commercial Device Installed Across DoD Enterprise; PIT & PIT Systems



Shodan
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Shodan DoD
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Evolved into the Joint Task Force Transformation Initiative
Interagency Working Group (DoD, ODNI, NIST and CNSS),
ongoing effort to produce a unified information security

framework for the federal government

Used existing NIST Special Publications as basts fors
developing Joint Transformation core documents

Revised
8500

Series

Began as the IC Transformation effort to DoD is currently revising
standardize C&A in the IC and to address ) DoDD 8500.01, DoDI 8500.02, and DoDI 8510.01
reciprocity with DoD. to align with NIST Joint Task Force documents

Transition Bottom Line - DoD will continue to follow the DoD 8500 series documentation for information assurance and risk
management processes, procedures, and guidance



8500 PIT Cybersecurity Considerations

(2) PIT
(a) All PIT has cybersecurity considerations. The Defense cybersecurity
program only addresses the protection of the IT included in the platform. See
Reference (ah) for PIT cybersecurity requirements.

(b) Examples of platforms that may include PIT are: weapons, training
simulators, diagnostic test and maintenance equipment, calibration equipment,
equipment used in the research and development of weapons systems, medical
technologies, vehicles and alternative fueled vehicles (e.g., electric, bio-fuel,
Liquid Natural Gas that contain car-computers), buildings and their
associated control systems (building automation systems or building
management systems, energy management system, fire and life safety,
physical security, elevators, etc.), utility distribution systems (such as
electric, water, waste water, natural gas and steam), telecommunications
systems designed specifically for industrial control systems to include
supervisory control and data acquisition, direct digital control,
programmable logic controllers, other control devices and advanced
metering or sub-metering, including associated data transport mechanisms
(e.g., data links, dedicated networks).



3500 PIT Systems

(d) PIT Systems

1. Owners of special purpose systems (i.e., platforms), in consultation with
an AO, may determine that a collection of PIT rises to the level of a PIT
system. PIT systems are analogous to enclaves but are dedicated only
to the platforms they support. PIT systems must be designated as such
by the responsible OSD or DoD Component heads or their delegates and
authorized by an AO specifically appointed to authorize PIT systems.



DoD Facility-Related Control Systems (FRCS)
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Many More...

DoD Control Systems are just as vulnerable as industry, how do we protect them?



Continuous Monitoring and Attack Surfaces
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All Control Systems must connect to the Platform Enclave, and must either be
separately authorized or fall under the type accreditation of the FRCS-PE and NUMCS.



Personnel IAT Il Qualifications

DoDM 8570 — Approved IA Baseline Certifications

https://public.cyber.mil/cw/cwmp/dod-approved-8570-baseline-certifications/

As an extension of Appendix 3 to the DoD 8570.01-Manual, the following certifications have be:
approved as IA baseline certifications for the IA Workforce. Personnel performing IA functio
must obtain one of the certifications required for their position category or specialty and level

IAT Level |

Approved Baseline Certifications

IAT Level Il

IAT Level 111

A+

CCNA-Security
CND

Network+
SSCP

CCNA

CYSA*
GICSP

GSEC
Security+
CND
SSCP

Security
*=%

CASP+
CCNP
CISA
CISSP
GCED
GCIH
CCSP

CE
Security

(or  Associate)




Cybersecurity Kickoff Meeting

Agenda

» Stakeholder Introductions (AO, AODR, ISSM, ISSO, ISSE, SO)

* Schedule

* BOQ-A Project Overview

* NAVFAC BOQ-A RFP Cyber Requirements

* Six steps of the RMF — UFGS 25-08-11 Navy RMF

* Define platform enclave /authorization boundary (CRN)

* Initiate eMASS registration — Navy Echelon Il Business Rules

* Preliminary Categorization (Navy RMF Steps 1&2)

* Select NIST SP 800-82 security controls

* Create the Authorization Strategy Plan (ASP)

* Develop initial System Security Plan (Excel version)

* Develop ISCP, EICP, EIRP, SAP (artifacts)

* Design construction, Test & Development Environment, FAT & SAT / Commissioning, ISSE
Checklist, SCAP Scans, Patch Reports, AV/MW Report, SW Keys and Licenses




UFGS Div 25 Submittals
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Project Schedule
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FRCS Overlay & RMF Implementation

Step 1
CATEGORIZE
System
Step 6 ; ; ) Step 2
+ Categorize the systemin acs P
Wil o with CNSSI 1253 SELECT
HBSS and ecurity Controls « Initiate the Security Plan (SP) Security Controls
an : 3 : i
I +» Determine impact of changes to the iegmtersystmn with DoD Component @ty
Passive system and environment AFrogram + Common Control [dentification.

» Assign qualified personnelto RMF roles  + Select security controls and

+ Assess selected controls annually
document SP

« Conduct needed remediation

+ Update 5P, SAR and POA&M ' DE'*‘;?'DF' SF'StE'“_;'E'*_'E' s
y = p continuous monitoring strategy
Ao athaiis RMF Process + Review and approve SP and
+ Implement system decommissioning forDoD IT continuous monitoring strategy
strategy SYS tems
Step 5 Step 3
AUTHORIZE IMPLEMENT
eMASS System Security Controls
ATO’s + Prepare the POA&M + Implement control solutions
« Submit Security Authorization Step 4 consistent with Dol and
Package (SP, SAR and ASSESS Component |A architectures.

POA&NM) to AQ

« AD conducts final risk
determination

» AQD makes authorization
decision

« Document security control

SRCIEY SO implementation in SP

+ Develop and approve Security
Assessment Plan

+ Assess secunty controls

+ SCA prepares Secunty Assessment
Report (SAR)

+ Conduct initial remediation actions



System Name

Step 1 Categorize the System

USN RMF -Informarion Sys-rem Carego;'i:aﬁon Form v1.6

System Acronym

Version Number
eMASS Number Write "N/A" if not registered. For systems registered on SIPR eMASS, write "S-"#
DITPR ID Write "N/A" if not registered

The personnel listed in the table below are the RMF team members associated with the system being categorized. Additional
personnel can be added as required, including liformation Owner (I0), joint AO, or others.

Table 1 - List of RMF Team Members

Table 2 - Additional Considerations

In the table below, select the answer from each drop-down list that

applies to your system for each question.

Classification of System
PM Classification of hiformation
IS0 (if differeny) Releasability of Informnation
ISSM  Applicable Required Overlays
Any hiterconnected
User Representative

Systems/External Services
which could elevate impact

level?




Step 2 Select Controls (eMASS)

Control / AP Information (read-only)

Exported on 25-Sep-2023 by MICHAEL CHIPLE

Latest Test Results (read-

Implermented

Hybnd

CP-21

[000443

000443 The
organization develops a
contingency plan for the|
information systern that
identifies essential
rnissions.

The organization being
inspectedlassessed must
clearly and accurately
document essential
rissions for its information
systern(s). Impact of loss
of essential mission
functions must be defined
using CNSSI 1253,

Recormmended
Compelling Evidence:
1) Signed and dated
contingency plan,
referencing essential
missions section

The orgarization conducting the
inspectiorfassessment obtains
and examines the contingency
plantoensureit clearly and
accurately documents essential
rissions for its information
systern(s).

Local

only)
Reference the NLON BCS Contingency
Plan with the essential missions sectior.

Compelling E vidence:
1] Signed and dated contingency plan,
referencing essential missions section




Step 3 Implement Controls
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Step 3 Implement Controls

TABLE OF CONTENTS
1. INTRODUCTION AND PURPOSE 7
2. WORK SITES AND GENERAL SYSTEM DESCRIPTION 8
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3129% WANDOWS SERVER 2019 - WINDOWS FIREVWALL VATH AD/ANCED SECURITY INBOUMD RLLES &
3220 AWINDOWS SERVER 2019 - WINDOWS FIREVWALL VATH ADVANCED SECURITY OUTBOUNMD RLLES 1 2
an WANDOWS SERVER 2019 - 'WINDOWS FIREVOALL YATH ADVANCED SECURITY OUTBOUMD RLLES 2 22
20 WANDOWS SERVER 2019 « WINDOWS FIREVWOALL WATH ADVANCED SECURITY OUTBOUMD ALLES 3 22
20 WINDOWS SERVER 2019 « WINDOWS FIREVWALL WATH ADVANCED SECUSITY OUTBOUND RLLES 4 23
2N WINDOWS SERVER 2019 - CONTROL PAMNEL PROGRAMS ANDFEATURES 1o 23
322 WANDOWS SERVER 2019 - CONTROL PANEL PROGRAMS ANDFEATURES 2 ... N
312 WANDOWS SERVER 2019 - CONTROL PANEL PROGRAMS AND FEATURES INSTALLED UFDATES 1.... M4
273 WAINDOWS SERVER 2019 - CONTROL PANEL PROCRAMS AND FEATURES INSTALLED UFDATES 2....25

CLIENT




Configuration Baseline Audit Report

3ji.n JOVMETASYS 12 DELL LATTITURE LAPTOF ~ DEVICE PERFORMAMCE & MEALTH (NO ISSLES)... 45
333113 O METASYS 12 DELL LATTITURE LAPTOF ~ FAMILY OFTIONS (DISABLED] ..o v v vn e ¥
333534 O METASYS 12 DELL LATTITUCE LAFTOF « PROTECTION HSTORY [NO ALTIONS) ... 46
33115 O METASYS 12 DELL LATTITURE LAPTOF -~ DEVICES K FAINTERS .. . .. 47
331.36 X MU&SVS 12 DELL LATTITURE LAFTOF « CONMTROL PANEL IIWT[M?S ND 0(5110!'
33117 O METASYS 12 DELL LATTITURE LAPTOP ~ DaSK MANAGEMENT (MEALTHY)..c e 4B
335138 O METASYS 12 DELL LATTITURE LAFTOF ~ WANDOWS AMUCATION LOG . v WD
333139 JOLMETASYS 12 DELL LATTITURE LAFTOPF ~ WINDOWS SEQRITY LOG ... e e .90
332120 O METASYS 12 DELL LATTITURE LAPTOF ~ WINDOWS SYSTEMLODG .. .. e e e v v s 33
3jin o]y e AT T g e s —
33102 O METASYS 12 DELL LATTITURE LAFPTOR ~ SCAP SCANM 1 [INrTa) . I—
33223 O METASYS 12 DELL LATTITURE LAPTOR « SCAP SCANM 2 |FiNAL) . ——
332 BLILDING CONTROL SYS TEM, HVAL < JOIMETASYS, YORSE ST SYSTEM, GCK[ (N‘( L'lT.. e 4
31313 BLALDING CONTROL SYSTEM, LIGHTING ~ COLUMBLA LIGHTING .. Na— e IO
334 FIRE UFE SAFETY AND MASS NOTIFCATION l)”f&(ﬁc"“b\t SOMNAL .. .58
3315 UTIUTY CONTROL SYSTEM ~ ELECTRCAL DISTREUTION .. essssssssesenesennssssssesenenans U
336 UTIUTY METERING SYSTEM ~ AMS ELECTRICAL AMD WATER « SOMMEIDER 1O lbﬂl-’fw —— -
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Typical Site Photos of FRCS
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Typical Site

1 24svpatane
CAS oo 1172
2.2, UN3159

CRANKCASE
HEATER MUST
BE ON 24 HOURS
BEFORE
STARTING UNIT

A DANGER

hotos of FRCS

A DANGER

ELECTRIC ARG FLASH HAZARD.
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Typical Site Photos of FRCS

Bell & Gossett Boll & Gosset
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Typical Site Photos of FRCS




Typical Site Photos of FRCS
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Typical Site Photos of FRCS
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Typical Site Photos of FRCS
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Typical Site Photos of FRCS
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Typical Site Photos of FRCS




Typical Site Photos of FRCS




Control Panel

i=2] All Control Panel ltems [=] X
4 [ > Control Panel > All Control Panel Items v @] Search Control Panel »r
Adjust your computer's settings View by: Large icons ~
== Y% Backup and Restore . . . Lt ~ .
B! AutoPla ) - % BitLocker Drive Encryption M Color Management Bl Credential Manager
—o y +  (Windows 7) YP of 9 ¢ 9
7 Dateand Time 5 Default Programs .1,- Device Manager ?‘;r Devices and Printers @ Ease of Access Center
it . -
= File Explorer Options & File History A Fonts #4» Indexing Options ‘J“ Internet Options

&l Network and Sharing

-
&

< Keyboard Mail (Microsoft Outlook) &> Mouse ,g Phone and Modem

Center
v . Focl . F RemoteApp and Desktop
Power Opt [P Programsand F R ¥ r 4 :
; ower Options |:lP-| Programs and Features 5 ecovery “ egion [ &9 Connections
» ; ; \ 8 : =~
’ Security and Maintenance P Sound o Speech Recognition : Storage Spaces Sync Center
E System £ | Taskbar and Navigation "! Troubleshooting 33) User Accounts \;\_l’mdol\[fis Defender
- _' . irewa
;~ Windows Mobility Center < AZ Windows Tools @ Work Folders

The Control Panel can access 90% of key settings and operations:

« BitLocker Full Disk Encryption Data at Rest

« Transport Layer Settings 1.2 and 1.3 Data Encryption in Transit (web pages)
* Windows Defender Firewall

« Security and Maintenance

« Backup and Retore

« User Accounts



BitLocker On

e BitLocker Drive Encryption

« « 4 % > Control Panel » All Control Panelltems » BitLocker Drive Encryption v &

Control Panel Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive
C: BitLocker on

ction

& Suspend p

& Back up your recovery key

Fixed data drives

Removable data drives - BitLocker To Go

My Passport (E:) BitLocker off

) TPM Administration
& Disk Management

Privacy statement

Host Name:
Boot Time:

CPU:

Free Space:
Maching& Domain:

Snapshot Time:
System Type:
Volumes:

User Name:

CCS-HISTORIAN
6/26/2024 11:30 AM

16 Core 3.40 GHz Intel Xeon(R) W-1270
C:13561.90 GB NTFS

WORKGROUP

32446 MB

Windows Server 2019 Standard

No service pack

6/26/2024 11:34 AM

Server, Stand-alone, Terminal Server
C:13722.65 GB NTFS

Array




Internet Options Advanced - TLS 1.2 Enabled

PDF = DERRI PDF

— 3 = =

Recycle Bin Rockwell - Factory Talk 2023-04 -
I Engine 2...

NAS Stationivnc =Stationa.
Dongle Lic... Live Datel... 192.168.1.105 <

MegaRAID & Internet Properties
Storage ...

General Security Privacy Content Connections Programs Advanced : R - i

InstallRoot Enable DOM Storage
5.5 ble Enh q

PDF Exports

NLON-CH...

amif changing cure and not secure mode

FTAManag... 41 Warn if POST submittal is redirected to 3 zone hakdﬂzs)n ad

effect after you restart your computer
Restore advanced settings
Reset Internet Explorer settings

Resets Internat Explorer's sattings to their default Reset.,
condition. .

You should only use this if your browser is in an unusable state.

30605
SCR.pdf

k)

Engine OPH
Logadsm ..

Host Name: CCS-HISTORIAN
Boot Time: 6/26/2024 11:30 AM
CPU: 16 Core 3.40 GHz Intel Xeon(R) W-1270
Free Space: C:13561.90 GB NTFS
Machine Domain: WORKGROUP
T 32446 MB
Windows Server 2019 Standard
No service pack
6/26/2024 11:34 AM
Server, Stand-alone, Terminal Server
C:13722.65 GB NTFS
User Name: Array

1:03 PM
N D e BB




Windows Firewall - On

Windows Security - ] b
&« . x
) Firewall & network protection
- Who and what can access your networks. Windows Community videos
M Home Learn more about Firewall & network
protection
J  Virus & threat protection B Domain network

I ) Firewall & network protection Firewall is on

B3 App & browser control WRG'S pigietig et
8 Private network '

B Device security Manage providers
Firewall is on.

Change your privacy settings

2 Public network (active) View and change privacy settings

Firewall is on, for your Windows 10 device.
Privacy settings
Privacy dashboard

Allow an app through firewall Privacy Statement
MNetwork and Internet troubleshooter

Firewall notification settings

Advanced settings

Restore firewalls to default

Host Name: CCS-HISTORIAN

Boot Time: 6/26/2024 11:30 AM
CPU: 16 Core 3.40 GHz Intel Xeon
Free Space: C:\3561.90 GB NTFS
Maching Domain: WORKGROUP
32446 MB
0s: Windows Server 2019 Standard
Service Pack: No service pack
Snapshot Time: 6126/2024 11:34 AM
System Type: Server, Stand-alone, Terminal Server
Volumes: C:\3722.65 GBNTFS
User Name: Array

B Setti ings




Windows Security AV Scan — No Threats

Windows Security - o x
O Threat history
- View detected threats and scan details.
[}
Change your privacy settings
I © Last scan View and change privacy settings
) Windows Defender Antivirus automatically scans your device for viruses for your Windows 10 device.
and other threats to help keep it safe. Privacy settings
=) Last scan: 6/26/2024 3:37 AM (quick scan) Privacy dashboard
0 threats found. Privacy Statement
a Scan lasted 30 seconds
13913 files scanned.
Quarantined threats
Quarantined threats have been isolated and prevented from running on
your device. They will be periodically removed.
No threats.
Allowed threats
Allowed threats are items identified as threats, which you allowed to run
on your device.
No threats.
See full history
Host Name: CCS-HISTORIAN
Boot Time: 6/26/2024 11:30 AM
CPU: 16 Core 3.40 GHz Intel Xeon(R) W-1270
Free Space: C:13561.90 GB NTFS
Maching Domain: WORKGROUP
3 32446 MB
Windows Server 2019 Standard
No service pack
6/26/2024 11:34 AM
Server, Stand-alone, Terminal Server
C:\3722.656 GBNTFS
Array
&

Hp o m = ® 5 B @
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DISA STIGs

Bessions: 10 Files: 361 Total Sze (MB): 111,34 . _

Q

(%]
Sessions
Scan Session Statys Dwectory Sce (M8 Hosts Content Emors Warnings Min %
2022-02-22_234521 CMUsersiAdminisyatonSCCSessions2022-02-22_234521/ 1038 1 6 0 0 100
2022-02-22_234120 C s ersiAdminisy slonSCC/Ses sions20; 1038 1 6 0 0 100
02-22_233501 C UsersihdmiristatonSCC/Ses sions20; 1 é 0 0 100
22_230734 CAUsersiAdminisy sionSCCS 1 ) 0 0 0
-02:22_2295943 C s erpAsmins Y 00SCC/Se5 5100521 & 1 6 [¢] 0 0
2022-02-22_163024 C s erpasmincs r oS CC/S4351008/2022-02-22_ 1 6 63 0 0
2022-02-22_162435 *new * ClUsersAdminisralonSCC/Sessions/2022-02-22_1624. 1 6 0 0 0
" new C S ersASminisy sl00SCC/Ses810n8/2022-02-22_161414 1 6 0 0 0
“new* C s ersAdmmesy slonSCC/Ses510n872022-02-22_160 1 L] 0 0 0
2022-02-21,_234247 *new* CAUs ersiAdminisyalonSCC/Sessions/2022.02-21_ 234247 1 ) 0 0 0
Results Repots XML
Host Name Content Score Emors  Wamings Repon Typs Format  Filename Size (MB)
CCS-STATIONT ncows_Firewall _Advanced_Secunty 100 "] 0 All Seftings HTML  Results/SCAP/CCS-STATION1_SCC-5.4.2_2022.02-22 ws_Firewall_with_Advanced_Security 001 htmi oM
CCS-STATION1 Wincows_Delencer_Antranus 9512 (- 0 Non-Comgliance HTML  Results/SCAP/CCS-STATIONT_SCC-54.2_202202-22 ws_Fiewall_with_Advanced_Security-002 001 htmi 001
cCs ON1 Wincows_10_STiG 2526 0 0
CCs TON1 MS_Edge_STIG 100 0 0
CCS-STATION MS_Dot_Net_Framework 100 0 0
CCS-STATIONY E_11_SNG 100 0 0

The STIGs contain technical guidance to "lock down" information systems/software
that might otherwise be vulnerable to a malicious computer attack.
We want scores of 90 or better.



Computer Management D

A Computer Management
File Action
- a0

A Computer Management (Local)
« [} system Tools
(® Task Scheduler
lél Event Viewer
& Shared Folders
:E Local Users and Groups
() Performance
M Device Manager
v &3 Storage
& Disk Management |
; Services and Applications

View Help

BHE =XQE 2D

= Disk 0
Basic
953.74 GB
Online

300 MB

Healthy (EFI System Partitio

W Unallocated M Primary partition

Windows (C:)
932.64 GB NTFS (BitLocker Encrypted)

Healthy (Boot, Page File, Crash Dump, Basic Data Partition)

900 MB

Healthy (Recovery Partition)

19.93 GB
Healthy (Recovery Partition)

Velume | Layout I Type | File System | Status | Capacity ] Free Space | % Free I Actions

&5 (Disk O partition 1) Simple Basic Healthy (EFI System Partition) 300 MB 300 MB 100 % Disk Management gl
== (Disk 0 partition 4) Simple Basic Healthy (Recovery Partition) 900 MB 900 MB 100 %

== (Disk 0 partition 5) Simple Basic Healthy (Recovery Partition) 1993 GB 1993 GB 100 % More Actions 4
== Windows (C:) Simple Basic NTFS (BitLocker Encrypted) Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 93264 GB 119.26 GB 13 %

Disk Healthy and Plenty of Disk Space




Computer Management Event Logs

File Action View Help
o= 2@ HE

,‘A‘ Computer Management (Lccal)j ¥

;o g Filtered: Log: Application; Levels: Critical, Error, Warning; Source: . Number of events: 5,212 et
< stem Tools e
r é Task Scheduler Level Date and Time Source EventID Task Category Application =
~ [ Event Viewer /i, Warning 8/27/2024 1224:09 PM RestartManager 10010 None @& Open Saved Log-.
¥ Custom Views /8, Warning 8/27/2024 12:24:09 PM RestartManager 10010 None ¥ Create Custom View..
v iy Wlndow‘s Lc'gs /A, Warning 8/27/2024 12:24:09 PM RestartManager 10010 None Import Custom View..
[=] Application A\, Warning 8/27/2024 122409 PM RestartManager 10010 None
] Security A\ Warning 8/27/2024 122409 PM RestartManager 10010 None Cloar Log..
[ setup /4, Warning 8/27/2024 122917 PM RestartManager 10010 None ¥ Filter Current Log...
m System /i Warning 8/27/2024 12551 PM Search 10024 Gatherer Clear Filter
B Fovarded Eventl] o o 8/27/2024 12551 PM Search 10024 Gatherer
3 Applications and Ser froperties
. /%, Warning 8/27/2024 122918 PM RestartManager 10010 None
'} :‘":d !“)l?s A, Wamning 8/27/2024 12:2%:18 PM RestartManager 10010 None tinez
.3 Subscriptions .:L Warning 8/27/2024 122918 PM RestartManager 10010 None Save Filtered Log File As..

21 Shared Folders -
1, Warning 8/27/2024 10:13:13 AM RestartManager 10010 None

&% Local Users and Groups ||| “* Attach a Task To this Log...

A DEOD

,E,) Perforinance /%), Warning 8/27/2024 9:48:05 AM RestartManager 10010 None Save Filter to Custom Vi
.l. Device Manager /4, Warning 8/27/2024 9:48:05 AM RestartManager 10010 None
~ 2 storage /4, Warning 8/27/2024 9:48:05 AM RestartManager 10010 None View 4
& Disk Management (4, Warning 7/24/2024 4:21:00 PM WMI 63 None Q) Refresh
Services and Applications (1, Warning 7/24/2024 1:29:48 AM Search 10024 Gatherer ﬂ Help »
/&, Warning 8/27/2024 9:48:05 AM RestartManager 10010 None
/4, Warning 8/27/2024 10:13:13 AM RestartManager 10010 None l Event 10010, RestartManager =
/%, Warning 8/27/2024 10:13:13 AM RestartManager 10010 None Event Properties
[, Warning 8/27/2024 10:13:13 AM RestartManager 10010 None Attach Task To This Eve..
Event 10010, RestartManager X 52 Copy 4
Eoneral I H Save Selected Events..
& Refresh
;\I;E)plication ‘C:\Program Files\Microsoft Office\root\vfs\ProgramFilesCommonX64\Microsoft Shared\OFFICE16\ai.exe’ (pid 22560) cannot be restarted - Application SID does not match Conductor Help »
Log Name: Application
Source: RestartManager Logged: 8/27/2024 1229:18 PM
Event ID: 10010 Task Category: None
Level: Warning Keywords:
User: SYSTEM Computer: LT13-Mike

Check for Critical, Warning and Error, research the Event ID’s to resolve



ACI TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control
and data acquisition (SCADA) systems, distributed control systems (DFRCS), and other
control system configurations, such as skid-mounted programmable logic controllers (PLC)
are typical configurations found throughout the DoD. ICS are often used in the DoD to
manage sectors of critical infrastructure such as electricity, water, wastewater, oil and
natural gas, and transportation.

3. How to Use These TTP
This ACI TTP is divided into essentially four

@ sections:

e e st Contror oyt * ACI TTP Concepts (chapters 2 through 4)
Tactics, Techniques, and Procedures (ACI TTP) ° Threat-Response Procedures (Detection,
RS Mitigation, Recovery) (enclosures A, B, and C)
st ontiorSystems (€51 * Routine Monitoring of the Network and
Baselining the Network (enclosures D and E)
* Reference Materials (enclosures F through |

and appendix A through D)




TTP ‘s Apply to IT and OT

The Tactics, Technigues and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems — Business and Home
Operational Technologies (OT) Systems — Any Kind (Utility, Building, Environmental,
Medical, Logistics, Transportation, Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business
versions are modestly priced)

» Segment and VLAN IT and OT networks; DMZ’s with gateways and/or firewalls
* Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on both drives

Key Roles

AO-Authorizing Official NAVFAV HQ

SO-System Owner NAVFAV Public Works Directorate

ISSM-Information System Security Manager CIO2 and 4

ISSO-Information System Security Officer CIO2 and 4

ISSE-Information System Security Engineer CIO 2 and 4 and NORESCO Cyber Team
Operators-Construction and O&M

CPT-Computer Protection Team-Services, CYBERCOM, NSA



Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery).

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to
identify malicious network activity using official notifications or anomalous
symptoms (not attributed to hardware or software malfunctions). While the TTP
prescribes certain functional areas in terms of ICS or IT, in general each section is
designed for execution by the individuals responsible for the operations of the
equipment, regardless of formal designations. Successful Detection of cyber
anomalies is best achieved when IT and ICS managers remain in close coordination.
The Integrity Checks Table (enclosure A, section A.3, table A.3.1) lists the procedures
to use when identifying malicious cyber activity.



ENCLOSURE A: DETECTION PROCEDURES

Notification
A.2.1 Notifications

EMCLOSURE &: DETECTION PROCEOURES
L3 B="H A EETELCA LG
| 4.1 Bunrrt Dingrastzs Tacls.

T Server/Workstation Anomalies

s A.2. Event Diagnostic Procedures

‘ e | A.2.2 Server/Workstation: Log File Check: Unusual

s [ e Account Usage/Activity

= Eﬂl“:&z“{“‘r”?ﬁhm A.2.3 Server/Workstation: Irregular Process Found

TSR el A.2.4 Server/Workstation: Suspicious
Software/Configurations

g A.2.5 Server/Workstation: Irregular Audit Log Entry (Or

Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior

A.2.7 Server/Workstation: Asset Is Scanning Other
Network Assets

A.2.8 Server/Workstation: Unexpected Behavior:
HMI, OPC, and Control Server




DETECTION PROCEDURES SERVER EXAMPLE 1

A.1.1 Event Diagnostics Table

Other Metwork
Azsets

{OLE) for process contral (OPC), or perpheral devices have
known communication paths identified in the FMC data flow
baseline. When an asset is communicating outside the bounds

of the data flow baseline.

Section | Event Description
A2A Motiflcations Cyber event notifications are issued by a variely of entities, AR
including USCYBERCOM, ICS-CERT, or the command
| - | directives.
Server/Workstation Anomalies
A22 Log File Chack: Ary host server or warkstation, including SCADA equipment, A6
Unusual Account | Anomalous entries can include:
LisagelActivity 1. Unauthorzed user logging in.
2. Rapid andior continuous log-insdlog-outs,
bt i mal working hours,
/ 4, Numeraus failed log-in attempts.
- 3. User accounts attempting to escalate account privileges. S~
] Irregular Process On any computer-based server, workstation(s), including AT
Found BCADA eguipment, an imegular process was found.
A4 Suspicious Suspicious software andior configurations were Detected on & A-B
Software/ server or workstation.
Configurations
A25 Irreqular Audit Log | Applies 1o any computer-basead host, including SCADA AG
Entry {or Missing aquipment, which gaenarates an audit log. Irregular audit log
\ Audit Log) antry may immolve the fllowing entries: log is empty, data or time
is out of sequence, date or time is missing from an eniry,
unusual access logged, security event logged. or i
AZ2E Unusual System ny . ; i ’ A-10
Behavior 1. Spontaneous reboots or screen saver change.
2. Unusually slow performance or usually active central
processing unit (CPU.
3. CPU cycles up and cycles down for no apparent reason.
4, Intermittent Inss of mouse or keyboarnd,
5. Configuration files changed without user or system
administrator action in operating system.
G. Configuration changes to software made without usear or
systern administrator action,
7. Systam unrasponsiva.
A2T Asset is Scanning | Human-machine interfaces (HMI), cbject linking and embedding | A-12




DETECTION PROCEDURES SERVER EXAMPLE 1

A.2.3 Server/Workstation: Irregular Process Found

» Functional Area: IT or ICS
Description: On any computer-based server, workstation, including SCADA equipment, an

irregular proce
™

1. DETERMINE if the new process belongs to an authorized installation;
a. New software was installed on to the system?
Investigation b. Was maintenance performed on the system, and if the new process was
installed during that maintenance?
¢. Is the new process a result of a patch update?

2. If the new proce mthonzed installation:
MNo Axgtian a. DOCUMENT the Severity Level as None (0) in the Security Log.
Required b. CONTINUE with the next diagnostic procedure. If all applicable

WWE Monitoring.

ﬂ' the new process does not belong to an authorized installaiionms
a. DOCUMENT in Security Log.
b. GO TO Section A.3, A.3.1 Integrity Checks Table. (See recommende

l checks below.) LOCATE the integrity check associated with server or N
workstation you are investigating and EXECUTE the Integrity checks.
Recommended Checks:
If Action A.3.2.1 Server/Workstation Process Check
Required A_3.2.2 Serverorkstation Log Review
A.3.2 4 ServerfWorkstation Communications Check
A.3.2.16 Peripherals Integrity Check
A_3.2.9 Controller Integrity Check A
N A3.2.13 ServerfWorkstation Rootkit Check
4. Once you have completed all appropriate Integrity Checks, GO TO s
A.2.29 Action Step.
e g

R ——— —————




DETECTION PROCEDURES SERVER EXAMPLE 1
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e,
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Who should do this check:
The organization or individual responsible for the server or workstation
What is needed for this check:

1. FMC data flow chart

2. FMC baselina topalogy

3. FMC baseline authorized process and tasks

4. FMC baseline softwana list

5. FMC basalina systern infaormation

If the machine is responsive, EXECUTE steps a and b below, Once completed, RETURN to
this section, and resume with Step 2.

a. Saction: A.3.2.2 ServerWorkstation Log Raview.
b. Saclion: A.3.2.3 Unautharized User Account Activily.

If the machine is not responsive, GO TO Section A.3.2.5 Server/Workstation Unresponsive
Check.

If Procedure 2.4 oo not rasult In a Severi 3), CONTINUE to

\ g, Host suspicious dynamic link library (DLL) or services (hiding as a DLL instead of a

Process Check: LAUNCH Sysinierals:

CHECK for processas that do not appear legitimate. This can include (but is not limitad ta)
processes that:

a, Have no icon or name,

b, Hawve no descriptive or company name.

c. Are unsigned Microsoft images.

d. Reside in tha Windows directory.

e Include strange uniform resource locators (LURLs) in their stings.

f. Communicating with unknown [P address (use FMC data flow diagram to compare).

| Ifan anomalous process was nat found:

(MoCEss).
x or ed" processes which are highlighted in purple.
If an anomalous p s 3

8. DOCUMENT details of the event in Security Log.
b. CONTACT system administralor respansible for the machine or the command 1SSM.
{1) REPORT suspicious process.
{2) REQUEST assistance in determining if the process is malicious (process may be
undocumented bt normal).
{3) If the process is nol malicious, DOCUMENT in Secunty Log, and EXECUTE
A2 4 ServerMiarkstation Communications Chack.
{4) If the process is malicious, DOCUMENT the Severity Level of High (3) in the
Security log.
¢. GO TO secticn A.2.29 Action Step.

a. DOCUMENT the Severity Level as None (0).

b. RETURN fa the previous diagnosiic procadure and confinue with Recommended
Checks.
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Virus Total — Use with Extreme Caution
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DO NOT submit a file to Virus Total unless you want it to be seen by the world forever
But we will use it to check suspicious files.....
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DETECTION PROCEDURES SERVER EXAMPLE 1
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Detect Privilege Escalation

EE.16 Detect Privilege escalation

Malware may attempt to gain privileges on an OS (i.e. from a standard user to administrator) in
order to execute tasks that require administrative privileges.

A. Detect Windows Scheduler based or similar attacks (on AT, WInAT), as well as attacks on
permissions:

Review Windows Event Log for the following eventIDs and determine if the event(s)
were authorized.

e 4648 (security) A logon was attempted using explicit credentials (often used in
scripts, scheduled tasks, or with RUNAS command, or to authenticate to a remote
host as a different user)

4697 (security) A service was installed on the system

4698 (security) A scheduled task was created

4720 (security) A user account was created

4724 (security) An attempt was made to reset an accounts password

4728 (security) A member was added to a security-enabled global group

4732 (security) A member was added to a security-enabled local group

4735 (security) A security-enabled local group was changed



DETECTION PROCEDURES SERVER EXAMPLE 1
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Protecting FRCS

e Turn on BitLocker (Full Disk Encryption Data at Rest)

* Ensure Internet Options Transport Layer Security 1.2 and/or 1.3 on
(Data encrypted in Transit)

* Update Operating System and Applications (patching)

* Applying the Security Technical Implementation Guides with the SCAP
Tool (Hardening)

* Daily Anti-Virus Malware Scan (Windows Security or HBSS/ACAS/ESS)

* Regular Vulnerability Scans (HBSS/ACAS/ESS)

* Regular Password Changes (enforced by the STIGS)

* Regular System Checks by Operators (Computer Management, Disk
Health, Event Logs)

* Maintain the Configuration Baseline Audit Reports (Quarterly per
contract)

* Practice using the DoD Advanced Industrial Control Systems Tactics,
Techniques and Procedures ( Hunt and Defend 101)



Protecting FRCS Resources

CompTIA Security +

Cisco CNNA

DHS CISA

DoD ESTCP Cybersecuring FRCS Website

SANS

GIAC GICSP

Whole Building Design Guide Cybersecurity Website
DOE Energy Exchange Conference Cyber Tracks
SAME Cyber Resilience IGE

SAME JETC Conference

Vendor Newsletters

The need for Cyber Warriors in the OT/FRCS space will continue to increase;
understanding what the Components and Devices are, how they function,
how they are connected, how to harden them, how to establish the
Configuration Baseline and Normal Behavior and then Identify and Mitigate
Abnormal Behavior are challenging.

Next Phase Coming — Quantum Computing and Al — SkyNet is not far away....



QUESTIONS

Michael Chipley

President, The PMC Group LLC
Cell: 571-232-3890

E-mail: mchipley@pmcgroup.biz
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