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Over the past decade, the DoD has implemented Cybersecuring Facility-Related 
Control Systems to protect these Critical Infrastructure systems from adversaries and 
malicious actors. This presentation will review the history of how the program came to 
be and some key milestones such as the release of the first Cybersecurity Design 
Unified Facility Criteria, the first Construction Unified Facility Guide Specification, and 
the need for qualified Cybersecurity Subject Matter Experts and Specialists. The 
session will provide hands on examples of the types of control systems, how the 
design criteria and construction specifications are used, and what the Cyber Team 
does to include provisioning and hardening the components and devices, capturing 
the Configuration Baseline Audit Report and Artifacts, and preparing the Cyber 
Submittals to obtain an Authority To Operate. Similar to many of the ISSA activities 
for IT systems, the Control Systems now use traditional IT components and devices 
and the NIST SP 800-53, but now use NIST SP 800-82 to address the unique challenges 
of securing Operational Technologies such as Combined Heat Power Plants, 
Microgrids, HVAC, Fire, Lighting and Electronic Security Systems. ISSA members 
looking to expand their skill sets and become an OT Cyber Specialist will find a number 
of opportunities awaiting, this session is the introduction to get you started on the 
path to becoming a Cyber Warrior.
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A great idea rudely interrupted by reality…CIO AMI ATO denial,… Stuxnet attack 
on Iranian Centrifuges, Flame, Duqu, Shamoon….

In the Beginning – Smart Installations



DoD 
Real Property 

Portfolio
• 48  countries
• 523 installations
• 4,855 Sites 
• 562,600 buildings and 

structures
• 24.7 M acres
• $847 B value

DoD Building FRCS



OT IP Based Controllers Are in Everything



Shodan

Shodan Search Engine

Our joint job is to make sure no DoD Systems show up on Shodan



Shodan Rockwell Bradley



Shodan HMI Logins



Shodan DoD



DoDI 8500.01 and 8510.01 Update



(2)  PIT

(a)  All PIT has cybersecurity considerations.  The Defense cybersecurity 
program only addresses the protection of the IT included in the platform.  See 
Reference (ah) for PIT cybersecurity requirements.

(b)  Examples of platforms that may include PIT are: weapons, training 
simulators, diagnostic test and maintenance equipment, calibration equipment, 
equipment used in the research and development of weapons systems, medical 
technologies, vehicles and alternative fueled vehicles (e.g., electric, bio-fuel, 
Liquid Natural Gas that contain car-computers), buildings and their 
associated control systems (building automation systems or building 
management systems, energy management system, fire and life safety, 
physical security, elevators, etc.), utility distribution systems (such as 
electric, water, waste water, natural gas and steam), telecommunications 
systems designed specifically for industrial control systems to include 
supervisory control and data acquisition, direct digital control, 
programmable logic controllers, other control devices and advanced 
metering or sub-metering, including associated data transport mechanisms 
(e.g., data links, dedicated networks).

8500 PIT Cybersecurity Considerations



(d)  PIT Systems

1.  Owners of special purpose systems (i.e., platforms), in consultation with 
an AO, may determine that a collection of PIT rises to the level of a PIT 
system.  PIT systems are analogous to enclaves but are dedicated only 
to the platforms they support.  PIT systems must be designated as such 
by the responsible OSD or DoD Component heads or their delegates and 
authorized by an AO specifically appointed to authorize PIT systems.  

8500 PIT Systems



DoD Facility-Related Control Systems (FRCS)
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Categories 
• Building Automation System 
• Building Lighting System
• Conveyance/Vertical Transport System
• Electrical Systems
• Heating, Ventilation, Air Conditioning
• Irrigation System
• Shade Control System
• Vehicle Charging System
• Cathodic Protection Systems
• Compressed Air (Or Compressed Gases) System
• Central Plant (District) Chilled Water System
• Central Plant (District) Electrical Power Production 
• Central Plant (District) Hot Water System
• Central Plant (District) Steam System
• Electrical Distribution System 
• Gray Water System
• Industrial Waste Treatment System
• Microgrid Control Systems
• Natural Gas System
• Oily Water/Waste Oil System 
• Potable Water System
• Pure Water System
• Salt Water System
• Sanitary Sewer/Wastewater System 
• Utility Metering System (Advanced Meters, AMI, etc.)
• Many More…

Systems 

Fire & Life 
Safety

Building 
Control System

Transportation 
& Fueling 
Systems

Utility 
Control 
Systems

Electronic 
Security Systems

Pier Systems

Airfield 
Systems

Dam, Lock and 
Levee Systems

Traffic Control 
Systems

Environmental 
Monitoring

Control System 
Platform 
Enclave

Utility 
Monitoring & 

Control 
Systems

DoD Control Systems are just as vulnerable as industry, how do we protect them? 



Host Based 
Security Systems 
Scanning (Active)

Windows, Linux
HTTP, TCP, UDP

Intrusion Detection 
Systems (Passive)
PLC, RTU, Sensor
Modbus, LonTalk, 
BACnet, DNP3

Client Side Attacks

Server Side Attacks

Network Attacks

Hardware Attacks

Forescout
McAfee
Nessus
Retina
Cylance
Glasswire

Nessus Passive Vulnerability Scanner
Integrity/Sophia
GrassMarlin
Others?

Continuous Monitoring and Attack Surfaces



DoD UFC 4-010-06 Appendix D

All Control Systems must connect to the Platform Enclave, and must either be 
separately authorized or fall under the type accreditation of the FRCS-PE and NUMCS.



Personnel IAT II Qualifications



Cybersecurity Kickoff Meeting



UFGS Div 25 Submittals



Project Schedule



FRCS Overlay & RMF Implementation

CSET
FRCS 

Overlay

eMASS
ATO’s

HBSS and 
Passive*



Step 1 Categorize the System



Step 2 Select Controls (eMASS)



Step 3 Implement Controls



Step 3 Implement Controls



Configuration Baseline Audit Report



Typical Site Photos of FRCS
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Typical Site Photos of FRCS



Typical Site Photos of FRCS



Control Panel

The Control Panel can access 90% of key settings and operations:
• BitLocker Full Disk Encryption Data at Rest
• Transport Layer Settings 1.2 and 1.3 Data Encryption in Transit (web pages)
• Windows Defender Firewall
• Security and Maintenance
• Backup and Retore
• User Accounts



BitLocker On



Internet Options Advanced - TLS 1.2 Enabled



Windows Firewall - On



Windows Security AV Scan – No Threats



DISA STIGs

https://public.cyber.mil/



DISA STIGs

The STIGs contain technical guidance to "lock down" information systems/software 
that might otherwise be vulnerable to a malicious computer attack.
We want scores of 90 or better.



Computer Management Disk

Disk Healthy and Plenty of Disk Space



Computer Management Event Logs

Check for Critical, Warning and Error, research the Event ID’s to resolve



3. How to Use These TTP 
This ACI TTP is divided into essentially four 
sections: 

• ACI TTP Concepts (chapters 2 through 4) 
• Threat-Response Procedures (Detection, 

Mitigation, Recovery) (enclosures A, B, and C) 
• Routine Monitoring of the Network and 

Baselining the Network (enclosures D and E) 
• Reference Materials (enclosures F through I 

and appendix A through D) 

ACI TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control 
and data acquisition (SCADA) systems, distributed control systems (DFRCS), and other 
control system configurations, such as skid-mounted programmable logic controllers (PLC) 
are typical configurations found throughout the DoD. ICS are often used in the DoD to 
manage sectors of critical infrastructure such as electricity, water, wastewater, oil and 
natural gas, and transportation.



TTP ‘s Apply to IT and OT

The Tactics, Techniques and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems – Business and Home
Operational Technologies (OT) Systems – Any Kind (Utility, Building, Environmental, 
Medical, Logistics, Transportation, Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business 
versions are modestly priced)

• Segment and VLAN IT and OT networks; DMZ’s with gateways and/or firewalls
• Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on both drives

Key Roles
AO-Authorizing Official NAVFAV HQ
SO-System Owner NAVFAV Public Works Directorate
ISSM-Information System Security Manager CIO2 and 4
ISSO-Information System Security Officer CIO2 and 4
ISSE-Information System Security Engineer CIO 2 and 4 and NORESCO Cyber Team
Operators-Construction and O&M
CPT-Computer Protection Team-Services, CYBERCOM, NSA



Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery). 

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to 
identify malicious network activity using official notifications or anomalous 
symptoms (not attributed to hardware or software malfunctions). While the TTP 
prescribes certain functional areas in terms of ICS or IT, in general each section is 
designed for execution by the individuals responsible for the operations of the 
equipment, regardless of formal designations. Successful Detection of cyber 
anomalies is best achieved when IT and ICS managers remain in close coordination. 
The Integrity Checks Table (enclosure A, section A.3, table A.3.1) lists the procedures 
to use when identifying malicious cyber activity. 



ENCLOSURE A: DETECTION PROCEDURES

Notification
A.2.1 Notifications

Server/Workstation Anomalies
A.2. Event Diagnostic Procedures
A.2.2 Server/Workstation: Log File Check: Unusual 
Account Usage/Activity
A.2.3 Server/Workstation: Irregular Process Found
A.2.4 Server/Workstation: Suspicious 
Software/Configurations
A.2.5 Server/Workstation: Irregular Audit Log Entry (Or 
Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior
A.2.7 Server/Workstation: Asset Is Scanning Other 
Network Assets
A.2.8 Server/Workstation: Unexpected Behavior:
HMI, OPC, and Control Server



DETECTION PROCEDURES SERVER EXAMPLE 1
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DETECTION PROCEDURES SERVER EXAMPLE 1



DETECTION PROCEDURES SERVER EXAMPLE 1

MS Process Explorer



Virus Total – Use with Extreme Caution

DO NOT submit a file to Virus Total unless you want it to be seen by the world forever
But we will use it to check suspicious files…..



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management Windows Logs



Detect Privilege Escalation



DETECTION PROCEDURES SERVER EXAMPLE 1

Windows Administrative Tools Computer Management Data Management



Protecting FRCS

• Turn on BitLocker (Full Disk Encryption Data at Rest)
• Ensure Internet Options Transport Layer Security 1.2 and/or 1.3 on 

(Data encrypted in Transit)
• Update Operating System and Applications (patching)
• Applying the Security Technical Implementation Guides with the SCAP 

Tool (Hardening)
• Daily Anti-Virus Malware Scan (Windows Security or HBSS/ACAS/ESS)
• Regular Vulnerability Scans (HBSS/ACAS/ESS)
• Regular Password Changes (enforced by the STIGS)
• Regular System Checks by Operators (Computer Management, Disk 

Health, Event Logs)
• Maintain the Configuration Baseline Audit Reports (Quarterly per 

contract)
• Practice using the DoD Advanced Industrial Control Systems Tactics, 

Techniques and Procedures ( Hunt and Defend 101)



Protecting FRCS Resources

CompTIA Security +
Cisco CNNA
DHS CISA
DoD ESTCP Cybersecuring FRCS Website
SANS
GIAC GICSP
Whole Building Design Guide Cybersecurity Website
DOE Energy Exchange Conference Cyber Tracks
SAME Cyber Resilience IGE
SAME JETC Conference
Vendor Newsletters

The need for Cyber Warriors in the OT/FRCS space will continue to increase; 
understanding what the Components and Devices are, how they function, 
how they are connected, how to harden them, how to establish the 
Configuration Baseline and Normal Behavior and then Identify and Mitigate 
Abnormal Behavior are challenging.

Next Phase Coming – Quantum Computing and AI – SkyNet is not far away....
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